
 

 
About CDG: Cyber Defense Group is a cybersecurity consulting firm with over 

100 years of combined experience addressing cyber threats on behalf of leading 

corporations across multiple industries. CDG is a trusted security advisor 

specializing in responding and recovering from attacks, defending against future 

attacks and compliance with evolving global regulations.  The company prides 

itself on the following values: integrity, value, work ethic, and ownership. By 

leveraging deep technical expertise in both cybersecurity and cloud-native 

technologies, coupled with a transparent and structured approach to securing 

organizations, CDG enables organizations to invest and effectively protect 

against advanced persistent attacks.  

 

Mission: CDG’s primary mission is to help businesses secure data and conduct 

business with certainty. Cyber security is a necessary investment for companies that 

want to securely do business in today’s global marketplace. 

 

Leadership:  
Lou Rabon founded CDG in 2016, in Los Angeles.  With 20 years of experience in 

cybersecurity and 7 years in privacy, Lou is a pro with Incident Response, Global 

Privacy, and Regulatory Compliance experience.  Prior to launching CDG, Lou was the 



 

Information Security Officer at Spokeo.  Before Spokeo, Lou was on the Information 

Security team at Sony Pictures Entertainment where he was responsible for analyzing 

threats. In this role, he also advised on privacy and risk management for the global 

Sony Corporation. 

 

Services:   CDG offers a full range of cybersecurity solutions including: 

● Incident/Breach Response 

● Senior Advisory (Governance, Risk Management and Compliance) 

● Virtual CISO (vCISO) 

● Cloud Security 

● Data Privacy 

● Threat Management & Mitigation solutions 

● Forensics & Investigations 

 

Contact us: 

888.450.0911 

Info@cdg.io 

555 W. 5th Street, 35th Floor 

Los Angeles, CA 90013 
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Lou Rabon  

Founder and CEO 

Cyber Defense Group (CDG) 
 

 
 

Lou Rabon has been an IT Professional for over         
23 years, with 20 years of experience in        
Cybersecurity and 7 years of experience in Data        
Privacy. Lou has extensive experience with      

Incident Response, Global Privacy, and Regulatory Compliance, having        
held leadership roles within media, tech and consulting organizations         
around the globe. 

Currently, Lou is operating Cyber Defense Group (CDG), a cybersecurity          
strategic advisory firm he founded in 2016, which specializes in          
Incident Response and Security Program Management services. CDG is         
based in Los Angeles with clients spanning the globe. 

Before starting CDG, Lou was the Information Security Officer at          
Spokeo, where he was responsible for analyzing threats across a widely           
dispersed “perimeter” which included a hybrid cloud environment for         
the Alexa Top-500 ranked website. Prior to Spokeo, Lou was on the            
Information Security team at Sony Pictures Entertainment, where he         
contributed to privacy and risk management for the global Sony          
Corporation. A serial entrepreneur, Lou has owned and operated         
consultancies in France, Australia and on both coasts of the US. 

Lou speaks frequently on panels and at industry conferences and is           
passionate about moving the cybersecurity industry forward as well as          
helping to protect children in the digital age. 
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Assessments
What you don’t know CAN hurt you!

Cloud Security Assessment

Ransomware Readiness 
Assessment

Compliance Readiness 
Assessment

Compromise Assessment

Native Tools are Not Enough
In the cloud security assessment we review your cloud 
infrastructure for security vulnerabilities and enable your 
team to understand where to focus your security defenses.

Would You Survive a Ransomware Attack?
Ransomware is currently the #1 threat to most organizations. 
Don’t be a victim. Ensure you know how your organization 
would fare against a simulated ransomware attack so you 
can successfully defend against an attack

Understand your Entire Security Posture
We can assess your security infrastructure and provide guidance 
around your governance, risk management and compliance (GRC) 
program to determine if you’re not only secure, but compliant 
with the standard you need to attain. NIST, SOC2, ISO27001, CCPA, 
GDPR, HIPAA, PCI, CMMC and more.

Do You Have an Active Attacker in Your 
Environment?
Your attack surface has rapidly expanded recently, and you 
need visibility into where attackers may be lurking. A compromise 
assessment analyzes your environment from an adversary’s 
point of view to reduce your risk and attacker dwell time.

We understand how painful assessments can be, but assessing your environment is an essential 
part of protecting your data in an always-connected world.  CDG offers the following assessments 
to provide visibility and guidance for today’s advanced attacks:

https://www.cdg.io/proactive-security/security-compliance/soc-2-compliance/
https://www.cdg.io/proactive-security/security-compliance/iso27001-compliance/
https://www.cdg.io/proactive-security/security-compliance/ccpa-compliance/
https://www.cdg.io/proactive-security/security-compliance/gdpr-compliance/
https://www.cdg.io/proactive-security/security-compliance/hipaa-compliance/
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Identify, Understand & Respond 
 to Cyber Attacks, Faster

Cyber Defense Group (CDG) specializes in Incident Response 
and Cloud Security Engineering, enabling Agile businesses to 
operate at speed.

Cloud Security 
Solved=Outcomes-based 

cybersecurity

Cloud Security

LEARN MORE

Security Advisory 

LEARN MORE

Incident Response

HELP ME

CDG Background
CDG was created in Los Angeles, California in 2016 to address the growing demand for high-
quality cybersecurity consulting in the marketplace. 

We are the trusted security advisor to many leading organizations across the globe, working 
with our clients to deliver a holistic approach to Cybersecurity. CDG seeks to understand every 
layer of an organization’s current security posture and assist in creating a tailored information 
security strategy – one aligned to business objectives and regulatory requirements which 
affect the business.




